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Abstract. Sources of electromagnetic radiation, present everywhere in our civilization,
can seriously affect the operation of susceptible equipment in nearby areas. Common solutions consist of increasing the immunity of equipment or shielding the spaces that contain
them. However, there are many particular cases where such solutions are not applicable. A
common example is that of electrical measurements, made with broadband instruments in
areas that cannot be shielded for various reasons. For such situations, we have devised a
method of reducing perturbative influences using partial shielding, grounding and rejection
solutions. The method was applied to an experimental space exposed to a wide variety of
strong perturbations, in a wide range of frequencies, which seriously affected the operation
of oscilloscopes. The results highlighted the effectiveness of different applied solutions and
allowed the problem to be solved.
Key-words: Electromagnetic compatibility, Electromagnetic perturbations, Electromagnetic Interference, Electromagnetic Susceptibility, Electromagnetic Shielding.

1.

Introduction

Improvement of the electromagnetic compatibility (EMC) of electronically powered devices
is usually performed via either improving immunity of the circuits/devices during design [1, 2],
full shielding of chambers [3, 4, 5, 6], reducing emissions of perturbing equipments [7, 8, 9, 10]
or varying the working frequency of the perturbing circuit [11]. Yet, there are many situations
when neither one of these approaches is applicable. Also, lots of equipments are built so as to
present a uniform sensibility in a wide range of frequencies.
If within the workspace there are electromagnetic perturbations and these are sufficiently
powerful within the input band of equipment under use, we can expect to have interferences,
especially if the equipment in question is connected to certain unshielded or improperly protected
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circuits or devices. In these conditions, the perturbations begin to affect the normal behavior of
equipment even via regular signal inputs.
This behavior can happen, by example, in case of measuring devices like frequency meters,
oscilloscopes, RF milli-voltmeters or small signal amplifiers (from audio, electro-medical etc.
devices). If these devices are used, by the nature of the use cases or activities performed in an
open multifunctional space (that can not be fully shielded), they will get exposed to different
perturbations that are present in the surrounding ambient environment. Also, if the circuits and
the devices with which they interact are under construction or parameter evaluation, they cant be
fully shielded either so interferences can appear in them and reach measurement equipment or
amplifiers. There are also other use cases in which perturbing sources and perturbed electronic
devices in our setup are beyond our ability to redesign, reconfigure (to provide less perturbations
or be more hardened to perturbations) or redeploy elsewhere.
In case of large spaces, in which research or didactic activities are performed such situations are frequent, and fully shielding the rooms is as difficult to accomplish (due to issues of
frequent access, ventilation, natural lighting etc.) as well as very costly. For this reason we
wanted to experiment with alternative methods and solutions. Improvement of the electromagnetic compatibility of electronically powered devices is usually performed via either improving
immunity of the circuits/devices during design [1, 2], full shielding of chambers [3, 4, 5, 6],
reducing emissions of perturbing equipments [7, 8, 9, 10] or varying the working frequency of
the perturbing circuit [11]. Yet, there are many situations when neither one of these approaches
is applicable. Also, lots of equipments are built so as to present a uniform sensibility in a wide
range of frequencies. If within the workspace there are electromagnetic perturbations and these
are sufficiently powerful within the input band of equipment under use, we can expect to have
interferences, especially if the equipment in question is connected to certain unshielded or improperly protected circuits or devices. In these conditions, the perturbations begin to affect the
normal behavior of equipment even via regular signal inputs.
In case of large spaces, in which research or didactic activities are performed such situations
are frequent, and fully shielding the rooms is as difficult to accomplish (due to issues of frequent
access, ventilation, natural lighting etc.) as well as very costly.
For this reason we wanted to experiment with alternative methods and solutions.

2.

State of the art

The solutions described in the specialized literature are either referring to using from completely shielded spaces [4, 12, 13] to anechoic chamber, either to shielding the metal casing of
modules and devices [6, 12], either to solutions that assume the coexistence within the same
equipment or laboratory of both perturbed and perturbing circuits [5, 14].
The completely shielded spaces allow for the most part (depending on the efficiency of shielding) the elimination of perturbing signals originated outside. Still, they will keep inside any signal
emitted within the chamber itself and will cause multiple reflexions of the signal inside while not
offering inside receptors any protection toward this perturbation. On top of this, it is difficult
to completely shield large spaces, allowing for free or frequent access with venting and natural
lighting. These difficulties arise from the fact the access the ventilation and lighting openings,
all represent also ways for perturbing signals to enter inside the spaces that they aim to protect.
Shielding large spaces also involves large costs.
Anechoic rooms are a particular case of shielded spaces, that also present the property to
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absorb waves emitted within. These chambers are very expensive to make and also present the
other disadvantages of the shielded rooms mentioned before.
These solutions offer most often a general use case and limited applicability in particular and
more complex use cases, that do not allow the control of either the perturbing equipment not full
shielding.
In order to choose the right solutions, some authors used software models for what is happening with disturbing signals inside buildings [15, 16], while others preferred the measurements as
being more accurate [4, 5]. Also, some simulation models with intelligent agents, genetic algorithms and their implementation was proposed by different authors [17, 18]
The solutions we mentioned are useful in these kind of situations as well, but only within
certain limits and as following with less spectacular results.
Yet a combination of more than one type of solution could lead to better results, if adapted to
each case individually. That is why the solutions we want to identify will be based on evaluating
characteristics of perturbing signals (power, predominant frequency, direction, zones of influence
etc.), followed by applying adequate directional methods of shielding.

3.

Problem formulation

In reality the space susceptible to electromagnetic perturbations can differ based on many
parameters like properties of the location surrounding our target environment (for example surrounding buildings or other sources of perturbation or reflexion), properties of the space (for
example geometric properties), properties of the perturbing signal (like dominant frequencies
and spectral power distribution, area of influence and direction from which it affects a particular space which is the target of our experiment). The devices themselves have varying degrees
of susceptibility to electromagnetic perturbations. All these sources of variation need specific
solutions to address them and are hard to mitigate using a unique and cost effective solution.
Therefore, what we need is a work methodology based on specific solutions, that can lead
to a reduction in local perturbations specific to each scenario of use and to a particular location,
while keeping the cost of implementation down.
We mention that implementing a form of protection from external perturbations is a difficult
problem for large spaces (as are the research and university laboratories discussed in this paper)
even if the solution considered involves a form of partial protection, and addressing this problem
involves aspects of novelty and has definite socio-economic implications.
We expect that the results obtained by applying these original methods to open new perspectives for research in areas we conducted research before (within research projects involving
measuring bioelectrical signals and interference between different lab equipments) and in which
we confronted problems caused by electromagnetic perturbations or with limitations caused by
the reduced dimensions of fully shielded enclosures.

4.

Proposed solutions and methodology

From the study of the specialized literature [2,3,12] and based on reasonable resources at
our disposal, we have reached the conclusion that the solutions utilized in practice will consist
of: techniques and materials for shielding, grounding certain conductive surfaces and using certain types of rejection filters to eliminate any remaining perturbations at the input of electronic
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measurement devices. The necessary methodology will encompass stages and means to apply
measurements of the aforementioned categories in order to successfully accomplish acceptable
measurements with minimal interventions based on identifying peculiarities and vulnerabilities
specific to each application, workspace and work equipment.
For the purpose of shielding certain surfaces we need to take into account that the conductive
surfaces that are to be obtained need to be as much as possible continuous. Also, the materials
used need to be of good quality in terms of attenuating perturbations. The attenuation of different
materials, with different characteristic thicknesses is difficult to theoretically estimate and as such
it is usually determined experimentally [4, 5]. On the other hand, any opening that is present in
a screen behaves like a retransmission antenna, with its amplitude reduced by attenuation A,
described by relation (1)[6].
A = 20 · log(2 · L/λ)

(1)

where L is the long axis dimension of the opening and λ is the wavelength.
Based on the expertise gathered through preliminary experiments, measurements and computations, we arrived to the following work methodology, also applicable in other similar situations:
Stage 1. Mapping the spatial distribution of antennae / visible or identifiable perturbing
sources.
Stage 2. Mapping the spatial distribution of the electromagnetic field intensity from the work
space. This operation will be done, if possible, in a fine grained manner, for each of the significant perturbing intervals and /or frequencies, by using a dedicated selective field detector and/or
other equipment that allows for similar measurements. In absence of this type of selective equipment, the mapping of global electric or magnetic field intensity (depending on the predominant
component) will be performed using nonselective equipment similar in kind with the nonselective measurement devices purchased as part of this experiment (depending on the frequencies
generated by the predominant perturbing fields).
Stage 3. The correlation between the spatial distribution of the perturbing sources and the
measured field. One will compare the placement of perturbing sources with the measured distribution of the field in the work space. In case of identifying disparities, one will proceed to search
for the root cause (reflective structures, existence of perturbing sources yet to be identified etc.).
One will include the identified elements in the perturbing source distribution.
Stage 4. Planning the desired distribution of the perturbing fields. This will be based on
the available budget and the positions of the work/test points in which we aim to minimize
interference with the perturbing outside fields.
Stage 5. Making the shielding structures of the work points from the chosen space. One
will acquire/make and place shielding structures on the direction of incoming perturbing signal
sources. Dimensioning these will be done taking into account the dominant wavelengths of the
perturbing signals, in order to minimize the transmission and dispersion in the work space.
Stage 6. Making the necessary rejection systems. One will make/purchase/adapt the selective
rejection systems (ex.: measurement probes which include the rejection filters), to be applied on
the input of measurement equipment for the purpose of diminishing the effects of the yet present
perturbing signal.
Stage 7. Evaluation of the results. One will evaluate the results obtained for the target space
through a new set of measurements of the perturbing fields in the workplace, mostly focused on
the points chosen for minimization. If the perturbations have not been reduced enough, one will
restart the procedure at stage 3.
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Experiments

For practical validation of the proposed method, it was applied to an experimental space exposed to a wide variety of strong perturbations, in a wide range of frequencies, which seriously
affected the operation of oscilloscopes with bandwidth exceeding 100MHz. For the most common type of oscilloscope we used, we can see a RF perturbation of about 500mVvv when a
simple wire of 18 cm in length is inserted in one channel entrance.
First we created an approximative map with the potentially perturbing emitter antenna placement in the proximity of the target research lab, depicted below.

Fig. 1. Distribution of emitter antenna on tall buildings surrounding the experimental space.

In the investigated area there are many antenna that serve a wide range of utilities from radio
TV to mobile network voice and data communication. We do not known upfront the frequency
or power of the signals emitted by these antennas and we do not know which antenna emits what.
In order to have a better view of the specter of the perturbing electromagnetic field and the
value of perturbations in various points, we used a selective measurement service [3] which
included a set of 10 measurements out of which we distributed 8 in the target lab according to
the following picture.
The measurement points in the target lab were placed so as 2 of them to be near windows (in
order to validate the perturbing field uniformity and direction), and the others in zones of interest
representative for the lab. Points 4 and 5 represent measurements done in the same spot with the
observation that in case of point 5 window 2 was covered with a steel mesh. Beside the 8 points
inside the lab, we made measurements for comparison in two more rooms, found on the same
floor as our target lab. Between different points there were differences in field intensity of up to
10 dB but the essential aspects we looked for were related to the shape of the spectrum of the
perturbing signal and its significant components.
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Fig. 2. Distribution of measurement points in the lab space.
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Fig. 3. The specter of the perturbing signal, in the range of 9 kHz – 3 GHz.

The most significant values of the electromagnetic field intensity were obtained for the ranges
and frequencies depicted in the table below. We also pointed out the local maximum frequency
points for the FM-Radio range, the most significant range for perturbations.
Table 1. Field intensities at relevant frequencies and bands
fmin
fmax
f2 =91.7MHz f3 =93MHz f4 =101.5MHz
Service Name
[MHz]
[MHz]
E [V/m]
FM-Radio
87.5
108.0
3.79
1.58
2.35
BandIV (DVB-T)
470.0
790.0
BandV (DAB)
790.0
862.0
GSM 900
890.0
960.0
GSM 1800
1,710.0 1,880.0
UMTS DL
2,110.0 2,170.0
W-LAN
2,400.0 2,483.5
TOTAL (root sum squared of all games)

TOTAL
4.73
0.11
0.44
0.96
0.64
0.99
0.28
5.00

Taking into account that the FM-Radio range has the highest contribution to the overall perturbing signal, we wanted to show the differences of field intensity for this band range in different
relevant points in the experimental lab space (according to Figure 2). The result were the values
in table 2. We mention that the measurement points 9 and 10 are located in rooms with west
cardinal direction exposure (as is the experimental lab space) in the same building and on the
same floor.
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Table 2. Initial FM-Radio Field values in different points
Measurement
points
E [V/m]

1

2

3

4

5

6

7

8

9

10

4.73

4.09

2.65

3.42

3.22

3.57

2.05

0.88

2.10

2.10

It can be observed that the higher field intensities are found in points 1 and 2, in close proximity to the windows, then in points 3, 4, 6 and 10 placed inside the rooms but close to the windows.
Points 7 and 9 are farther away from the windows and show a somewhat smaller field, and point
8 which is situated closest to the inner walls (and farthest from the windows) shows the lowest
perturbing field.
Following with the analysis of these results, we noticed that the values of the field decrease
with being farther away from the western wall of the building (the exterior wall of the building
for the evaluated spaces). This conclusion was confirmed by nonselective measurements made
on campus.
Based on these results we planned the desired field distribution, taking into account the positions of test points in which we want to minimize interference of external perturbing fields. These
are represented by the lab workbenches positions on which electronic measurement equipment
(in particular oscilloscopes) resides (points 3 and 4 from Figure 2) as well as those points near
windows which determine the former.
We th en performed experiments with materials and techniques of shielding and other solutions of field rejection, by using nonselective field measurement devices. Following these
experiments, we picked the optimal performance-price materials to test shieling the walls and
the windows. Finally we used metalized wallpaper to cover the entire outer wall and shielding
foil to cover the windows. The shielding materials were applied on the wall and windows facing
the exterior side of the lab (see Figure 4). We also made a connection of the shielding materials
to the building’s grounding system.
A new set of 10 selective measures was made, out of which 8 were done in the lab and 2
outside it, used for comparison. The measurement points were placed so as 2 of them to be near
windows (in order to verify the uniformity and direction of perturbing fields) and the others in
zones of interest representative for the lab. In one of the measurements in the lab (workbench 3)
we performed two measurements: one with the workbench empty and one with the workbench
covered with a copper sheet plane.
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Fig. 4. The specter of the perturbing signal, in the range of 9 kHz – 3 GHz.

Fig. 5. The specter of the perturbing signal, in the range of 9 kHz – 3 GHz.

6.

Results

The selective measurement devices used for our experiments were the NARDA SRM-3006
[1] and NARDA EFA-300. For the measurements done with NARDA SRM-3006 we used 3
measurement antennas, covering the bands: 9 KHz ÷ 250 MHz (three axis), 9 KHz ÷ 300 MHz
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(one axis), 27 MHz ÷ 3 GHz (three axis).

Fig. 6. A specter of the perturbing signal, from the low frequency antenna.

The reports generated by the device were based on correlating the measurements done by the
three antennas for a better precision. Some relevant result are presented below.
Table 3. Final measurements on point “1” of measure for relevant frequencies and bands
fmin
fmax
f2 =91.7MHz f3 =93MHz f4 =101.5MHz TOTAL
ServiceName
[MHz]
[MHz]
E [V/m]
FM-Radio
87.5
108.0
1.97
0.86
–
2.53
BandIV (DVB-T)
470.0
790.0
–
–
–
0.10
BandV (DAB)
790.0
862.0
–
–
–
0.17
GSM 900
890.0
960.0
–
–
–
0.28
GSM 1800
1,710.0 1,880.0
–
–
–
0.23
UMTS DL
2,110.0 2,170.0
–
–
–
0.34
W-LAN
2,400.0 2,483.5
–
–
–
0.09
TOTAL (root sum squared of all games)
2.59

From the analysis of the data, we noticed a general decrease in the values measured after the
shielding. After a careful analysis we noticed that the measurement in the reference rooms (left
unshielded between the initial pre-shielding and final post-shielding experiments – points 9 and
10) were higher with between 10% and 12% than during the initial measurement set, as in the
table below.
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Table 4. Post shielding FM-Radio Field values in different points
Measurement
1
2
3
4
5
6
7
8
9
points
E [V/m]
2.53 4.09 2.42 3.25 2.73 2.38 1.87 0.86 2.35

10
4.16

For this reason, we proceeded to compute rates of decrease of perturbing fields taking into
account the perturbing fields were stronger with an average of 11% during the post-shielding
measurements versus the initial situation. For this reason we normalized the post-shielding measurement values by dividing the final values by 1.11. We obtained the following values of the
native differences relative between the final and initial fields.
Table 5. Relative differences, based on points of measure for FM-Radio band
Measurement
points
Shielding
efficiency
[%]

1

2

3

4

5

6

7

8

Average
value

51.86%

9.81%

17.63%

14.20%

16.20%

40.02%

17.64%

11.62%

23.25%

In table 5, column “5” contains values for the relative differences resulted on workbench 3
after covering it with a copper sheet plane. These values are normalized using also the measurements from september 2017, from workbench 3 (point 4). The last column (average) represents
the average of values in columns 1–4 and 6–8 (we exempted from the computation the values in
column 5, which bare a different meaning).
From an extensive analysis of the results we find that larger average attenuations were obtained for bands DAB, GSM 900, UMTS, GSM 1800, W–LAN, Paging, FM–Radio i DVB–T
(BandIV).

Band
Shielding
efficiency
[%]

Table 6. Average shielding efficiency for different relevant bands
FMBandIV
BandV
GSM
GSM
UMTS
Radio
(DVB-T)
(DAB)
900
1800
DL
23.25%

21.58%

72.94%

61.08%

50.39%

52.10%

W-LAN
44.89%

Getting back to the most important band of perturbations, FM-Radio, we find the comparative
measurement show a maximum reduction of approximately 52% near window 1 and smaller
reductions, of up to 10% on window 2. These values are not impressive, even if the global power
of the perturbing signal decreased by over 4 times on window 1. For this reason we performed
again the lab measurements using the same lab devices that were particularly susceptible to be
affected by FM-Radio signals. We redid the same measurement using the oscilloscope as in
our preliminary determinations. Results of these measurements (initial and final) can be seen in
Figure 7.
We notice a significant decrease (around 5 fold) of perturbations when the oscilloscope is
set on the same sensibility scale (0.1 V/m) while at the corresponding scope input we connect
the same 18 cm conductor. The decrease of perturbations can be better quantified on a different
input sensibility scale on which one can measure the level of final perturbation. The perturbation
results to have been reduced down to approximately 100 mVvv (5 divisions on the 20 mV/m),
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Fig. 7. Perturbations caught by the scope before (left) and after (right) shielding.

down from approximately 500 mVvv, as it was initially (before the shielding). This results in an
approximate 14 dB attenuation.
Because the perturbing signal is still visible, we designed a means to reject it on scope input,
using a filter applied like in the figure below.

Fig. 8. Applying a rejection filter to the oscilloscope input.

To reject the signal in the 89 – 101.5 MHz range we designed a passive filter centered on the
mean frequency, fo ≈ 95 MHz, consisting of a LC series resonant circuit, applied in parallel to
the input of the oscilloscope. We obtained the diagram and values from Figure 9.

Fig. 9. Diagram of the rejection filter to be applied on the input of the oscilloscope .
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Using this circuit and applying it on the input of the 18 cm conductor (used before), we
obtained the following perturbing signal on the screen of the scope:

Fig. 10. The perturbing signal with a rejection filter applied on the input of the scope.

The perturbing signal measured using the sensibility scale of 10 mV/m has an amplitude of
approximately 1 division, so 10 mV. We obtain an additional reduction of 90% of the perturbing signal, so an additional attenuation of 20 dB. At the end of these activities, we found that
applying the shielding solutions and rejection has led to an attenuation of 34 dB (50 fold) of the
perturbations on the input of the oscilloscope.

7.

Conclusions

Based on the results of this paper, we conclude that even a form of partial shielding can
be beneficial in an environment filled with significant electromagnetic interference (like the one
experienced in our test lab), which is directive in nature (from one direction from which perturbations predominantly arrive - for the purpose of our experiment the perturbations were measured
to be more intense near the outer wall and more pronounced on the west cardinal direction) can
be of great benefit to use cases involving lab equipment (such as the oscilloscope based measurements which we performed in our test lab prior and after partially shielding it) while being
more flexible in terms of access, ventilation, lighting and cost effective than any solution involving fully shielding. We tested a novel 7 stage methodology on the particular case of a lab room
situated in a electromagnetically noisy environment, with perturbations caused by surrounding
antennas for a wide range of RF services (ranging from FM-Radio to TV and network data and

269

Method to improve EMC of spaces containing susceptible equipment

voice communications) and by using the method we were able to identify dominant portions in
the perturbing spectrum, areas where these perturbations were more pronounced (and directions
from outer wall to inner areas). This leaded to performing experiments involving various materials for shielding only the outer wall and corresponding windows (as a form of cost effective
partial shielding), and increasing the attenuation obtained by placing specially designed filters on
the input of the susceptible lab measurement equipment (the example used was an oscilloscope).
For the particular scenario involved, the partial shielding alone, accounted for approximately
14dB attenuation of perturbations, which was increased with additional 20dB by using appropriate passive filters on the equipment.
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