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Abstract. The Industrial Internet of Things (IIoT) and Industry 4.0 are today two of the
most popular research and development fields, drawing attention from both academia and in-
dustry. The two concepts are very similar, Industry 4.0 even being considered IIoT applied to
the automation and manufacturing industries. Under the current Industry 4.0 paradigm various
development directions have started to differentiate, the sum of them bringing significant im-
provements regarding efficiency, flexibility, communication, adaptability, customization and
modularity to industry. The Industry 4.0 is continuously developing under the IIoT context,
and the authors are encountering a need for a detailed higher-level perspective over the many
research branches that are currently extending. The domain will continue to draw interest
in the near future because of its high potential for improving the current industry technol-
ogy. Therefore, the current paper completes a wide revision of the current state-of-the-art and
presents a structured vision over the status and the development directions within the Industry
4.0 in the IIoT context.
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1 Introduction
Industry 4.0 is nowadays a very popular topic, both in industry and in academia [1]. This

term has been initially promoted by three German engineers [2] and backed up by the German
Government. It promises to bridge the gap between the physical and digital world in industry [3].
The aim of Industry 4.0 is to bring the digital power into industry and to digitally interconnect
the whole world [4]. This Industry 4.0 concept can also be considered as a full-scale Industrial
Revolution, which has the potential to bring huge benefits and transform the lives of many people
from various domains [5].

The Industry 4.0 [94–98] concept is closely related to the Industrial Internet of Things [80,99,
100] paradigm because one of the most important area of interest in both Industry 4.0 and IIoT
concepts is the intelligent communication between different industrial entities. IIoT is a concept
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derived from the more well-known Internet of Things [101–103] concept and its applications
areas are constantly increasing. IIoT is trying to connect computers, controllers, actuators and
sensors to the Internet, thus enabling information exchange between all components involved [6].
This information exchange can form the basis for building future intelligent services with high
potential of increasing the current levels of efficiency and flexibility that can be found in industry
today [7–9].

Many developments are targeting the mentioned domains and the researches are branching
and extending continuously with various concepts, sometimes without an actual chance of mate-
rializing the studies, because of the lack of sustainability within the industry. This problem raises
from losing the actual connection to the current IIoT/Industry4.0 ideas, and to the development
directions set by the majority or the key successful research movements and industrial represen-
tatives in the domain. To overcome these issues, an organized and well-structured perspective
over the state-of-the-art is necessary.

The current paper provides an overview of the main development directions from Industry
4.0 in the IIoT context and also briefly presents a literature review of the state of the art from
each of those development directions. This can be very useful and time saving for academia
researchers interested in this area, providing an easier way to develop an overview picture of the
domain.

The authors have guided the current research after the following ideas: relevant research
papers for the state of the art were identified by mainly focusing on conferences and journals
with a high impact factor, the authors also favoring research papers with numerous citations.
Several key words were used for searches, while the selecting and filtering process was based
on both feasibility and sustainability of the researches. The research papers that were evaluated
as either not sustainable or not having a significant impact by the authors were not used in the
current paper. Also, the authors carefully considered the directions of interest in the industry,
thus trying to narrow the gap between research and the real needs of the industry. The period of
time considered of interest was between year 2016 and present, but a small number of relevant
papers published before 2016 were also considered.

The following section presents the most important concepts and characteristics of Industry
4.0. Section III introduces the Industrial Internet of Things with its most relevant concepts.
In Section IV the main development directions of Industry 4.0 are presented, considering the
Industrial Internet of Things context. Finally, Section V concludes this paper.

2 Industry 4.0 main concepts and characteristics
This section presents the Industry 4.0’s most important concepts, characteristics and compo-

nents, in order to facilitate a better understanding of the term.
Industry 4.0 term was firstly introduced in 2011 at the Hannover Fair [104, 105]. Since then,

the estimated impact of this so called 4th Industrial Revolution is huge and related to various
aspects of society, not being limited to just industrial production [4]. The Hannover Fair have
evolved (especially after 2016) into one of the largest trade fairs in the world, nowadays covering
all areas of industrial technology and setting the trends under the Industry 4.0 paradigm. The fair
adressed exclusively to European conutries, but since 2016 USA became a partner country, thus
further facilitating the emergence of groundbreaking scientific innovation and research under the
Industry 4.0 paradigm, transforming the fair into a landmark for researches into this area.

Industry 4.0 is dissolving the previous automation pyramid concept in which the information



Industry 4.0 development in the IIoT Context 185

technology and the operation technology are separated and components only communicate with
components situated in adjacent layers. The automation pyramid is being replaced by a structure
in which entities can be directly connected and an entity can potentially communicate with any
other participating entities [87]. The classical communication between sensors and PLCs is
completed and sometimes even replaced by a communication between sensors and cloud. The
classical automation pyramid is presented in Figure 1.

Fig. 1: The classical Automation Pyramid.

In [10] the authors identified 8 priority areas for action regarding Industry 4.0: management
of complex systems, resource productivity and efficiency, delivery of a broadband infrastructure,
standardization and reference architecture, training and continuous professional development,
safety and security, work organization, regulatory framework.

The Industry 4.0 concepts come to meet the market demand of more customized products,
which need to have the innovation phases as short as possible [3]. In order to achieve this,
Industry 4.0 will develop new technologies, which will open new sectors and jobs [12], which, in
terms, will require new skills [13]. As a negative consequence, there are also many jobs that can
be automated [14], which raises the problem of unemployment [15]. Another social sector that
needs to keep up is Education. Currently, the companies which try to evolve towards Industry
4.0 are blocked by a lack of worker qualification and education. This topic is addressed in [16].

The current market conditions are driving the manufacturing industry customers to increase
their demands, thus transforming the old mass production paradigm towards a mass customiza-
tion. In order to keep up, the manufacturers must offer different optional features and a wider
range of specifications from which their customers can choose [59]. This will lead to a set of new
challenges for the manufacturing industry, generated by higher levels of uncertainty, increased
product diversity and rapid changes in production lifecycles [60].

According to [11], the factories and products will become intelligent, with automatic infor-
mation exchange between all resources, independent and autonomous production processes and
communication between manufacturers, suppliers and final customers.

The production objects of the future will become smart and they will convert to cyber-
physical production systems, thus bringing flexibility, adaptability, modularity and openness to
the production processes [52, 53].

The Industry 4.0 is trying to improve both the horizontal and the vertical interoperability of
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production systems, relying on information and communication technology (ICT) as well as on
advanced operational technology [61].

The efforts to standardize the Industry 4.0 architecture have created the Reference Architec-
ture Model Industrie 4.0 (RAMI 4.0) [8], which is a layered architecture trying to combine the
IT elements with the other elements involved, in a structured manner.

Starting from the RAMI 4.0 model, Xun Ye and Seung Ho Hong presented in [62] a refined
architecture for a manufacturing system, containing only four layers. They also used a combi-
nation of Open Protocol Communication Unified Architecture (OPC UA) and AutomationML
(AML) as the backbone of the system and implemented a laboratory demonstration of the proto-
type.

The Industry 4.0 principles are also influencing the maintenance of the manufacturing facil-
ities. The maintenance paradigm is shifting as well towards a predictive approach, by analyzing
the large amounts of data generated in the facilities and identifying anomalies in assets behavior.
In [89] the authors are introducing an architecture for a predictive and intelligent maintenance
system which is aligned with the Industry 4.0 paradigm. The system consists of a data collec-
tion module, an online analysis module of the collected data which can detect possible machine
failures early with the help of artificial intelligence, a defect and lifetime prediction module and
an augmented reality assistance module that supports the technicians in order to perform the
maintenance interventions at a high level of performance.

The main concepts of Industry 4.0 are summarized in Figure 2.

Fig. 2: Industry 4.0 main concepts.

3 Industrial Internet of Things main concepts

This section brings an overview of the IIoT’s basic notions and aspects. The IIoT is a concept
very similar to Industry 4.0, in [17] the authors even considering that those two concepts are the
same phenomenon having different names because of their slightly different domains.

The main concepts regarding the IIoT are summarized in Figure 3.
One of the main goals of IIoT is to connect the physical objects through Internet, so the main

feature offered by this paradigm is the high level of connectivity between different industrial
entities. This main feature, alongside intelligent software, allows the creation of more sophisti-
cated technical systems, which will enable remote monitoring and control of those systems using
software applications. Also, the IIoT paradigm promises to improve the working characteris-
tics (time efficiency, energy consumption, cost reduction) of technical systems by implementing
different software algorithms that can autonomously optimize the systems [18, 19].
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Fig. 3: IIoT main concepts.

From the architectural standpoint, IIoT has a reference architecture, which was introduced
by the Industrial Internet Consortium. This reference architecture is logically divided into three
tiers: edge, platform and enterprise. The edge tier is responsible of collecting data from the
edge nodes and transferring it upstream, towards the platform tier. The platform tier’s main
responsibilities are providing data analytics and operations, as well as management functions for
the industrial assets. The enterprise tier is the interface to the end user and it has to implement
different decision support systems and applications [20].

Besides the reference architecture, the literature also proposes many different architectures,
each one covering the needs of their respective application area [75–77]. Most of the proposed
architectures are based on the Software-Defined Network concept [78–80]. Neves et al. are
presenting in [81] a five layers architecture for distributed networked control systems, under the
IIoT paradigm. Their proposed architecture facilitates the control process in distributed networks
and allows the formation of agents with interaction between sensors, controllers and actuators.

In the IIoT context, the smart sensors are evolving towards a more independent approach,
Espirito-Santo et al. presenting in [91] various ways to make sensors self-powered, by using
sources of energy from the water infrastructure. In the same smart sensors area, Carratu et al.
introduced in [92] a prototype of electrical power smart meter, which can communicate either by
CAN interface or by radio, can be used as a repeater for values measured by other sensors and it
measures bi-directional (active and non-active power).

In [49] Fysarakis et al. are providing an insight on the numerous communication protocols
used in the IIoT context, such as OPC Unified Architecture (OPC UA), Hypertext Transfer Pro-
tocol (HTTP), Constrained Application Protocol (CoAP) as a specialized web transfer protocol,
Message Queuing Telemetry Transport (MQTT) as a message-oriented protocol and Advanced
Message Queuing Protocol (AMQP) as a protocol for message-oriented middleware.

4 Industry 4.0 main development directions

4.1 Networking and OPC UA
Because both Industry 4.0 and IIoT emphasize the importance of connecting different indus-

trial entities, one of the most important development directions is in the Interfacing and Network-
ing area.

The biggest challenge in the networking area is to achieve ubiquitous connectivity between
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all existing entities. In order to address this challenge, the automatic management configuration
of devices must be implemented in order to enable entities with different characteristics to be
configured inside the system, without user intervention [68].

Open Protocol Communication Unified Architecture (OPC UA) [106–108] is a client-server
communication technology implemented over the standard TCP/IP stack and specifically de-
signed for the industrial automation field. It is developed by the OPC Foundation [109], being
initially released in 2008. The protocol is platform independent and it provides a service-oriented
architecture, thus making it suitable for Industry 4.0’s needs. OPC UA currently supports 2 types
of protocols: a binary one (accessible via opc.tcp://Server) and a Web Service protocol (accessi-
ble via http://Server). The main features of OPC UA are: platform independence, security, func-
tional equivalence (to its predecessor OPC Classic), extensibility, scalability, reliability, common
encoding. Because of those characteristics, OPC UA has become one of the foundation stones in
the Networking area of development.

Derhamy et al. presented in [63] a new translation service, used for enabling interoperability
between different service-oriented architecture protocols (for example, HTTP and CoAP) and
OPC UA.

OPC UA was also integrated with RESTful for industrial communication in [64] by Grüner
et al, using minimal intervention in the OPC UA communication stack.

On the other hand, Luo et al. used OPC UA in [65] to integrate different industrial field
networks into one enterprise-level energy management system.

In [66] and [67] the authors studied the combination of OPC UA and AutomationML (AML),
identifying two distinct applications: lossless exchange of OPC UA system configurations and
operationalization of AML by using OPC UA. The similarities between OPC UA and AML are
studied and presented in detail in [67].

OPC UA is used in [90] by the authors to create a wrapper with different interfacing capabil-
ities with the local systems. The wrapper is used to obtain a non-invasive control solution that
increases the technological readiness level by resolving two water distribution specific problems:
blockages in wastewater pumping stations and excessive wastewater volume at stations inlet.

Alexander Gogolev et al. are proposing a study about integrating time-sensitive networking
in OPC UA, in [21]. They also present ways of integrating different OPC UA devices. Also, in
the same Networking innovations area, Andreas Eckhardt et al. propose in [22] a study regarding
the applicability of the Publisher-Subscriber model in OPC UA at different levels (Field level,
Control level, Enterprise level). In the same direction, Julius Pfrommer et al. are proposing
in [23] the integration of non-real-time OPC UA Servers with real-time OPC UA Publisher-
Subscriber in time-sensitive networks.

In a slightly different research direction, Manuel Kaspar et al. are presenting in [24] new
types that can be added to OPC UA, new OPC UA programs, function blocks and they also study
the modelling of device functionality.

In [26] the authors are adding a new model to OPC UA, which contains variability informa-
tion and is non-invasive. In relatively the same topic, Rainer Schiekofer et al. are proposing a
model which fixes all the problems that don’t allow OPC UA to be stateless (without session)
in [17].

On a different note, Kirill Dorofeev and Alois Zoitl are using in [27] OPC UA Programs in
order to standardize the functions offered by a system (for example, turning on and off a light
bulb).

Regarding the OPC UA Security, Olli Post et al. present a study in [28] which conclude
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that OPC UA Security is not efficient enough for field device level data transfer, recommending
improvements to OPC UA Security, either by using IPSec along OPC UA, or by including a new
security profile for authentication in OPC UA.

An evaluation of the Software-Defined Networking (SDN) concept is presented in [72]. The
authors identified ten requirements for network management from industrial use cases. They also
study how SDN can play an enabler role for future industrial management systems, but because
of some identified issues (QoS resource assurance, lack of scheduling mechanisms, synchro-
nization), the authors recommend the combination of both SDN and Time-Sensitive Networking
(TSN) concepts for the management and configuration of future industrial networks.

In [88] the authors are analyzing the current state of the implementation efforts to achieve a
secured and time-sensitive network communication for remote process control and monitoring.
They are also stating the open issues in the area and are proposing a generic architecture which
includes TSN and Software-Defined Networks technologies.

According to Zhang et al. [73], the Network Control Systems problem is already solved by
the appearance of a set of tools, which met some of the IIoT imposed challenges, such as jitter and
latency, but scalability and interoperability are still open issues. In the same direction, Xiaohua
Ge et al. are presenting in [74] a distributed approach of Network Control Systems (DNCS),
but this approach can’t provide stable control loops because of the Plug & Play devices and the
non-deterministic aspect of the Internet.

The Industry 4.0 real-time components (for example motion control applications or safety
critical systems) require deterministic communication with bounded low latency. In order to
meet those requirements, the Time-Sensitive Networking technology [83] represents a suitable
candidate for enabling the integration of both real-time and non-real-time devices into the same
network. Alongside those requirements, the real-time components also require redundancy and
mechanisms for achieving fault tolerance. In [84] Prinz et al. are presenting a framework for real-
time devices, covering orchestration, communication infrastructure, engineering and Industry 4.0
components. The framework allows single TSN connections between real-time devices, but it
did not cover the fault tolerance and the redundancy topics. The authors extended the initial
paper in [85], in which they achieve end-to-end redundancy between Industry 4.0 nodes with 0
packets lost in case of errors, by using TSN communication, redundant transmission of frames
and sending over multiple interfaces. In the same direction, Alvarez et al. describe in [86] a
fault-tolerant, mono-hop network architecture based on the TSN technology. In order to obtain
the fault-tolerance, they use a replicated star topology with two bridges that have duplicated
software.

4.2 Plug & Produce
The production and manufacturing systems tend to become more adaptable and flexible un-

der the Industry 4.0 paradigm in order to cope with the growing customization demands [29].
Because of those changes, the industry will face rapid changeovers and will demand the config-
uration time of newly added devices to be as short as possible. In order to meet those demands,
a development direction arises towards integrating new devices into already existing production
systems with no manual intervention at all [30, 31].

The term Plug & Produce is inspired from the well-known Plug & Play term, which is used
for computers. In order to successfully achieve Plug & Produce devices that can be used in the
industry, there must be found a method which allows devices to autonomously discover them-
selves across the layers of Reference Architecture Model Industrie 4.0 (RAMI 4.0). In order
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to meet this demand, the authors are using in [69] the discovery service offered by OPC UA in
order to both detect newly plugged-in devices and to implement the automatic configuration of
the system.

In [32] the authors are detailing the requirements for the integration of Plug & Produce
devices: semantic device description [33, 34], interoperability [33], integration of new assets,
standardized information model [35]. They also present an architecture for integrating different
components in an OPC UA based data-space and they use the OPC UA Discovery feature for
allowing devices to discover themselves and their capabilities in the network.

The auto-discovery mechanisms that are implemented for achieving Plug & Produce capabil-
ities are also rising security concerns. Lang et al. are addressing in [36] the problem of ensuring
authenticity and security during the entire discovery and self-configuring process.

Mahmoodpour et al. are introducing in [71] an architecture which ensures a mechanism for
IIoT devices discovery. The authors are using an ontology-driven approach and are integrating
different IIoT protocols into a gateway, thus achieving run-time reconfiguration of entities and
facilitating the Plug & Produce capability.

4.3 Information and Data models

The information models and data models are very important for the automation industry be-
cause they can allow the desired level of interoperability between different systems and industrial
entities. However, the industry currently relies on many standards and tools for data modelling,
which is rising interoperability issues, especially between equipment from different producers.
Because of this, a significant part of the Industry 4.0 research and development effort focuses on
the data models area.

The capabilities and functionalities offered by systems are beginning to be modeled by using
an OPC UA information model [37], which brings the benefit of having the functionality of
devices accessible from everywhere.

A new data model for OPC UA is presented by Andreas Bunte et al. in [25]. They are
also storing the data in a knowledgebase, which can be a fundamental change for the future, as it
enables the introduction of artificial intelligence-based applications to the manufacturing industry
for data analysis and process improvement based on historical data. The artificial intelligence has
a great potential in reducing costs, growing productivity and increasing efficiency for automation
and manufacturing industries.

Artificial intelligence is also used by Chiariotti et al. in [82] to implement quality assurance
systems that can achieve zero-defect manufacturing. They also present a system architecture
which integrates process and quality control for manufacturing plants. The authors present two
examples of smart, self-calibrating inspection tools: one used for accurate measurements of in-
ternal dimensions of turned components and the other one used for diagnosis of a fan based on
vibrations.

In [38] the authors are proposing a new concept for an Energy Data Aggregation Layer and
they are introducing an Energetic Production Site Model. The newly proposed layer collects data
from multiple local nodes and makes it available for superior levels. The data is structured in an
AutomationML model [39], which is a vendor neutral modelling language.

In order to address the well-known heterogeneity problem that is specific to the IIoT domain,
Eisenmenger et al. are proposing a generic model for configuring the controlling devices, in [70].
In the paper, they are modelling devices as function block networks, using an IEC standard.
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According to [40] and [41], the production variability is a very discussed topic in the smart
production environments, but it also rises different issues. Those issues in production systems
are classified in [42] by Deuse et al. In this product variability context, Wally et al. are proposing
in [26] a non-intrusive OPC UA information model which can be used for modelling variabil-
ity information. The authors are using feature models because they are already well-known and
used in the management of software product lines. The new information model does not inter-
fere with the internal structure of the existing domain information. The variability modeling of
automated production systems is also investigated by Vogel-Heuser et al. in [43]. In [44] the
authors are adding variability modeling capabilities to already existing technologies by creating
an AutomationML library and altering different vendor-specific component libraries.

In [45] Pauker et al. are transforming a generic modelling paradigm into OPC UA infor-
mation models. The authors start from UML class diagrams and transform them into OPC UA
information models. They also identify a problem with this transformation because the capabili-
ties of UML class diagrams are superior to those of OPC UA.

4.4 Big Data and Cloud Computing

The continuous growth of IIoT is generating very large amounts of data that can be used
in order to support operational and business goals. In order to bring the data analytics to the
industrial automation, Big Data technologies must be adopted [46].

Big Data systems usually have three main challenges to face: capturing large amounts of
data from different sources with various semantics and syntax, prepare the data for analysis by
using multiple stages (for example: validation, cleaning transformation, indexing, aggregation,
storing), choosing the correct processing technique for the given business requirements. Two
different processing techniques can be delimited: batch processing (firstly data is collected over
time and then it is sent for processing) and real-time processing (data is fed in real-time to pro-
cessing) [47].

The Industry 4.0 use cases scenarios are also requiring cloud-based solutions for predictive
maintenance services and status monitoring. The cloud computing brings on-demand and flexible
infrastructure for industrial services, so the industrial automation is starting to use this technology
[7].

According to [48], the IIoT is producing large quantities of semi-structured and non-structured
data, thus making the Big Data technologies necessary in order to address some data-related is-
sues, such as analytics, distribution, visualization and parallel processing.

In [50] the authors show that the data produced in the IIoT context is starting to be difficult to
store and analyze by traditional technologies because of its complexity, thus assessing that Big
Data and IIoT technologies will evolve cooperatively and in a tight relation.

Al-Gumaei et al. identified in [46] the requirements that a cloud platform must met in order to
be useful in the manufacturing industry: scalability, low latency, security, reliability, integration,
supported protocols and pricing models. The authors are also presenting a survey of some already
existing cloud platforms, both general purpose and industrial purpose.

On a slightly different note, the amount of data generated by IIoT grows at a very fast rhythm,
making it inefficient to move all this data to cloud. Doing so could introduce latency issues,
affecting the overall quality of IIoT applications. In order to fix those problems, Yousefpour
et al. introduced in [51] the concept of fog computing. This new paradigm is proposing to
move the storage, computation and analysis processes closer to the data sources. In essence,
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fog computing represents a middle layer, placed between the IIoT device and the cloud. It will
reduce the network traffic between local devices and the cloud platform, as well as bringing
low-latency network connections between data analysis endpoints and devices. Other potential
problems solved by the fog computing concept are the security, availability and control concerns
inevitably related to public cloud platforms.

In the same Big Data area, in [93] the authors study data collection mechanisms and propose
an OPC UA based lightweight historian which can collect large amounts of data. The proposed
historian has low hardware demands and was tested in the water industry.

4.5 Standardization
The IIoT and Industry 4.0 concepts are currently driving significant transformations in both

the automation and the manufacturing industries. The manufacturing companies are implement-
ing a large variety of solutions in a heterogeneous landscape, thus revealing a lack of architecture
standards in the industrial field. The most affected areas are the IIoT interoperability and con-
nectivity.

The information standards are required in order to allow the automation systems to exchange
and understand various data [54].

Although there is a massive effort towards implementing the new IIoT concepts into industry,
the companies are still facing challenges and obstacles while implementing the new technologies
[53] because there is a very large number of tools used in order to migrate from old traditional
systems to the new cyber-physical production systems. The primary reason of having those
issues is the lack of IIoT technical standards, which should provide the detailed specifications
and requirements to engineers for both communication and data exchange/processing between
the cyber-physical production systems [55].

In [56] Weyrich and Ebert emphasize that the development of architecture standards for IIoT
is very important in order to facilitate an easier implementation and a better interoperability
between entities.

Currently, there are many standardization initiatives and organizations, which can be divided
in two distinct categories. The first category is the Standardization Development Organizations
(SDO), which comprises of Worldwide Web Consortium (W3C), International Electrotechnical
Commission (IEC), Organization for Standardization (ISO), International Telecommunication
Union (ITU), Institute of Electrical and Electronics Engineers (IEEE) and others. The second
category consists of partnerships, such as IEC joint technical committee or ISO. Alongside those
international organizations, there also exists national or regional committees (such as European
Telecommunication Standards Institute (ETSI) or German Institute for Standardization (DIN))
and industry initiatives (Industrial Internet Consortium (IIC), Labs Network Industrie 4.0 (LNI
4.0), Platform Industrie 4.0, Standardization Council Industrie 4.0 (SCI 4.0), Open Connectivity
Foundation (OCF), Alliance for IoT Innovation (AIOTI)). So the standardization field for IIoT is
heterogeneous, with many organizations and approaches. In [57] the authors estimate that there
are over one hundred standardization organizations which are contributing to the IIoT standard-
ization. Despite this significant effort, the authors asses that it is quite difficult to identify the
most relevant standards out of the many existent ones because the focus objectives are constantly
changing in the industrial field.

The main topics for standardization currently include the communication technology proto-
cols, the communication platforms, data collection and transformation, data storage, data model-
ing and semantic interoperability between different components.
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According to Lu et al. [54] the existing Standardization Development Organizations can’t
keep up with the rapid evolution of technologies in the context of transitioning from the clas-
sical industrial enterprise architecture to the new distributed and service-oriented architecture
with smart production entities. As a consequence, the existing IIoT standards are proving to be
insufficient in the industry.

In [58] Meyer et al. identified seven standardization focus objectives: middleware, user in-
terfaces, smart objects, smart applications, communications, semantics, Industry 4.0 strategies.
Their paper also analyzes the seven standardization gaps identified and provide a set of recom-
mendations. The authors conclude that a strong need for developing both technical documenta-
tion and new standards is still present, with the purpose of supporting the adoption of new digital
principles in the manufacturing industry.

5 Conclusion
The current work presented the main characteristics and notions involved into both Industry

4.0 and Industrial Internet of Things concepts, also highlighting the similarities between the two
concepts.

Both paradigms are currently representing very active fields of research and development, in
the same time managing to draw significant attention from the industry as well. The high interest
into those concepts is generated by the major improvement potential in the manufacturing and
automation industries, which promises to positively impact the lives of many people.

In order to provide an useful research overview of the Industry 4.0 development directions
in the Industrial Internet of Things context, the paper identified five primary research and devel-
opment directions in this area. For each of the identified development direction a short literature
review containing the state of the art in the domain has been presented, alongside different chal-
lenges and obstacles that are currently rising concerns. A short synthesis of the directions of
interest from each of the development domains identified in the paper is presented in Table 1
below, with the purpose of facilitating the orientation for readers interested in specific subjects.
A graphical representation of the directions classified under Table 1 is presented in Figure 4.

Based on the state of the art analysis, the future development possibilities are multiple. In
order to achieve all-around interoperability, the Networking and OPC UA domain is providing
a high research potential. Legacy systems in traditional automation as well as newly designed
structures are requiring compatibility and integrability in order to connect the physical and dig-
ital worlds. Also, both horizontal and vertical interoperation between devices/systems/domains
are more and more investigated. The OPC UA is expanding also towards TSN and automotive
(car to car/infrastructure communications, wrapping protocols like Some/IP, etc.). The ICT and
automation/SCADA connections are still requiring research support in order to face new chal-
lenges, especially regarding security. Security is essential, and it is researched in all industrial
automation, being one of the most challenging domains. Improvements in security are also inves-
tigated within OPC UA Security area, as well as Plug & Produce security, but also into integrating
artificial intelligence and Big Data concepts in the industrial automation, thus facilitating the use
of data analytics. Big Data and Cloud Computing will be more and more present in the industrial
world, from smaller scale pattern based smart responses to improve local systems behavior, to
higher level data analysis for pattern recognition, system analysis, energy savings, intrusion de-
tection, etc. Also, in the industry, big companies (e.g. Siemens, General Electric) are researching
and moving strongly in this direction. Future developments may come in the OPC UA Informa-
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tion Model, so that it will no longer be inferior to the UML class diagram capabilities, or towards
implementing the fog computing concept and embrace its benefits in industry, alongside other
new and interesting development possibilities.

To conclude, the paper brings a detailed perspective over a very dynamic field of research,
which will continue to draw attention from both academia and industry in the following years.
Furthermore, the state of the art presented for each main development direction in the field rep-
resents a solid starting point for future research and development into those areas.

Table 1: A synthesis of the directions of interest per each identified development domain
Domain Directions of interest

Networking & OPC
UA

ubiquitous connectivity [68], automatic management
configuration [68], new translation service [63], similarities
between OPC UA and AML [67], wrapper with different interfacing
capabilities with the local systems [90], integrating time-sensitive
networking in OPC UA [21], applicability of the Publisher-Subscriber
model in OPC UA [22], new model to OPC UA [26], standardize the
functions offered by a system [27], OPC UA Security not efficient
enough [28], evaluation of the Software-Defined Networking (SDN)
concept [72], achieve a secured and time-sensitive network
communication [88], jitter, latency, scalability and
interoperability [73], deterministic communication with low latency,
integration of real-time and non-real-time devices [83], framework for
real-time devices [84]

Plug
& Produce

more adaptable and flexible production and manufacturing systems [29],
discovery service offered by OPC UA [69], ensure authenticity and
security during thediscovery and self-configuring process [36],
mechanism for devices discovery [71]

Information
and Data models

accessibility to devices functionalities from everywhere [37],
introduction of artificial intelligence based applications to the
manufacturing industry [25], reducing costs, growing productivity
and increasing efficiency [25], self-calibrating inspection tools [82],
generic model for configuring the controlling devices [70],
variability modeling of automated production systems [26],[40-41],[43-44],
transforming UML class diagrams into OPC UA information models [45]

Big Data and Cloud
Computing

three main challenges of Big Data systems [46-47], cloud-based
solutions [7], necessity of Big Data technologies [48], requirements
that a cloud platform must met [46], survey of already existing cloud
platforms [46], fog computing [51], lightweight historian [93]

Standardization

exchange and understand various data [54], cyber-physical
production system [55], development of architecture standards [56],
two distinct categories of standardization initiatives and organizations,
heterogeneous standardization field, difficult to identify the most relevant
standards [57], standardization can’t keep up with the rapid evolution
of technologies [54], seven standardization focus objectives [58],
seven standardization gaps [58]
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Fig. 4: Graphical representation of the identified research directions.
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